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Privacy Policy

Information on how we process your personal data

1. Introduction
This Privacy Policy (the “Policy”) describes how Waltero AB, reg. no. 559362-5725

(“Waltero”, “we”, “us” or “our”), at the address Nytankargatan 4, 223 63 Lund, pro-
cesses your personal data when you visit and use our website, when you use our
service or come into contact with us because of our business - usually because you

represent a corporate customer, supplier or a partner of ours.

We are responsible for the processing of your personal data as described in the Pol-
icy in the capacity of data controller. If you would like to know more about our pro-
cessing of your personal data, you are welcome to contact us, e.g. via the address
above or via our email address: info@waltero.com

It is important to us that you feel comfortable with how we process your personal
data, and we therefore ask you to read through this Policy, which we may update
from time to time. If we make changes to the Policy, the new version will apply from
the time it is published on our website or otherwise made available to you. At the
top of the page, you can see when the Policy was last changed.

Please note: In addition to the processing of personal data described in this Policy,
we also process personal data of our corporate customers’ end users or customers.
We process such data as a so-called “data processor”. However, the data that we
process has no identifiers and therefore we cannot link the data we may have about
you, to you, i.e., the data is processed by us in an anonymised form. If you believe
that we are processing personal data about you, we ask you to contact our corporate
customer directly. The corporate customer is responsible for ensuring that any per-
sonal data submitted to our services is processed in compliance with applicable
data protection laws.

2. How we collect your personal data

The personal data we process relating to you is mainly collected from you when you
visit and use our website, when you use our service or when we come into contact
with you - e.g. via email, telephone or personal meetings, conferences, conventions
or similar occasions. We may also collect your personal data from a third party, usu-
ally from the company or organization you represent.

3. How we process your personal data
3.1 Introduction

We only process your personal data to the extent permitted in accordance with ap-
plicable data protection legislation. This means inter alia that we need to have a legal
basis for the purposes for our processing of your personal data, which in our context
generally means one of the following legal bases.
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Performance of a contract - the processing is necessary in order for us to provide
you with our service or otherwise perform a contract between us (this applies if you
conduct your business in a sole proprietorship), or to take steps at your request prior
to entering into a contract.

If you are acting on behalf of someone else, e.g. in the capacity of representative of
a company (which usually is the case), our processing is carried out with reference
to our legitimate interest balanced against your interests or fundamental rights or
freedoms, where our legitimate interest is to conclude and perform the contract
with the company you represent.

Performance of legal obligations - the processing is necessary in order to fulfil our
legal obligations according to law or other statutes that we are subject to, or if we
are subject to orders or decisions by courts or authorities, which require us to pro-
cess your personal data.

Legitimate interests - the processing is necessary for the purposes of the legiti-
mate interests pursued by us or by a third party, provided that they are not overrid-
den by your interests or fundamental rights or freedoms (in which case the pro-
cessing would not be allowed).

Consent - the processing is carried out with your prior consent, where we inter
alia are responsible for clearly informing you of what processing you consent to
and your right to withdraw your consent in relation to our continued processing.

Below, we explain more about the categories of personal data we process, for
what purposes we process them and what legal bases we rely on when processing
your personal data, including for how long we store your personal data and who we
share your personal data with.

3.2 To provide, maintain and improve our service

Purposes of the processing Categories of personal data

Gather user data and analyse in- The personal data we process con-

formation generated during ser- sist of:

vice utilization to create and ad- e First and last name

minister user accounts, en- e User details such as account
hance the service’s functional- name and password

ity, user experience, and e Contact details such as email
promptly address any errors, address, telephone number,
breaches, or incidents. Utiliza- location and business ad-
tion of third-party service pro- dress

viders is involved for this pur- e Professional title and infor-
pose. The insights gathered mation regarding the com-
from the data analysis are de- pany or organization you rep-
rived from aggregated, de-iden- resent

tified, or anonymized data to e Other technical information

generated through the use of
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protect user privacy and secu- our service, such as the type

rity. of technical device that you
have used, used functions
within the service, visited
pages as well as the usage
time.

Legal basis: Legitimate interest, where our legitimate interest is to

provide our service to you or the company or organization you repre-

sent (with you as the company’s or organization’s authorized user) as

well as to maintain and improve our service.

Storage period: We process and store your personal data for as long
as we have a business relationship with you or the company or organi-
zation you represent, but no longer than two (2) years after the last
time we were in contact in our business relationship.

We may however need to store your personal data for a longer time for
other purposes, e.g. if we need to take measures in order to establish,
exercise or defend legal claims. We may also need to store your per-
sonal data for a longer time in order to fulfil our legal obligations, e.g.
relating to book keeping according to the Swedish Accounting Act
(see further Section 3.8 below).

Information related to your use of our service will be stored for no
longer than six (6) months. In most cases, the collected personal data
is converted to aggregated data (anonymized data) before the expira-
tion of that time period, in connection with us producing statistical
data.

Sharing of personal data: We will share your personal data with our sup-
pliers of IT services and group companies.

3.3 To maintain and improve our website

Purposes of the processing Categories of personal data

Collect statistical data and ana- The personal data we process con-

lyse the web traffic on our web- sist of:

site as well as other technical e |P-address

information generated when e Other technical information
visiting our website, in order to generated through visits on
maintain and improve its func- our website, such as the type
tionality, the user experience, of technical device that you
and in order to discover and have used, web browser, vis-
handle errors, breaches and in- ited pages as well as the time
cidents. of the visits (browser infor-

mation, time zone at the

To do this we use third party an- i s
place from which you visited

alytics services. The statistics
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we produce and the analysis we our website, other web traf-
carry out by using these ser- fic information).

vices are based on aggregated

data and other de-identified or

anonymized data.

Legal basis: Legitimate interest, where our legitimate interest is to col-
lect information to maintain and improve the functionality, content,
and security of our website. Collection of information by use of cook-
ies and similar technologies is carried out based on your consent, un-
less they are strictly necessary in order for you to be able to use our
website in an appropriate manner.

Storage period: We collect and store information on how visitors inter-
act with our website for no longer than six (6) months. In most cases,
the collected personal data is converted to aggregated data (anony-
mized data) before the expiration of that time period, in connection
with us producing statistical data.

Sharing of personal data: We will share your personal data with our sup-
pliers of IT services and group companies.

3.4 To create potential business relationships

Purposes of the processing Categories of personal data

. The personal data we process con-
Contact and communication P P

with you for the purposes of sist of:

creating a business relationship e First and last name

with you or the company or or- e Contact details such as email

ganization you represent. address, telephone number,

This includes, among other location and business ad-
dress

things, communication via email
regarding our business, service
and current activities (see also
Section 3.7 below).

e Professional title and infor-
mation regarding the com-
pany or organization you rep-
resent

e Information that you other-
wise provide us in our com-
munications with you.

Legal basis: Legitimate interests, where our legitimate interest is to

create a business relationship with you or the company or organization

you represent.

Storage period: We store your personal data for a period of six (6)
months after the data was collected. If a business relationship is estab-
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lished between us and you or the company or organization you repre-
sent during this time, we will however continue to process your per-
sonal data in accordance with Section 3.5-3.7 below.

Sharing of personal data: We will share your personal data with our sup-
pliers and group companies.

3.5 To maintain and develop existing business relationships

Purposes of the processing Categories of personal data

.. The personal data we process con-
Contact and communication P P

. . . sist of:
with you in your capacity as, or
representative for, one of our e First and last name
existing customers, partners, e Contact details such as email
suppliers or other business con- address, telephone number,
tacts, in order to maintain and location and business ad-
develop our business relation- dress
ship with you or the company or e Professional title and infor-
organization you represent. mation regarding the com-
This includes, among other pany or organization you rep-

resent

things, regular administration
and communication regarding
our customer, partner and sup-
plier agreements and communi-
cation via email about our busi-
ness, service and our current
activities (see also Sections 3.6
and 3.7 below).

e Information that you other-
wise provide to us in our
communication with you.

Legal basis: Legitimate interest, where our legitimate interest is to
maintain and develop our business relationship with you or the com-
pany or organization you represent.

Storage period: We process and store your personal data for as long
as we have a business relationship with you or the company or organi-
zation you represent, but no longer than two (2) years after the last
time we were in contact in our business relationship.

We may however need to store your personal data for a longer time for
other purposes, e.g. if we need to take measures in order to establish,
exercise or defend legal claims. We may also need to store your per-
sonal data for a longer time in order to fulfil our legal obligations, e.g.
relating to book keeping according to the Swedish Accounting Act
(see further Section 3.8 below).

Sharing of personal data: We will share your personal data with our sup-
pliers and group companies.
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3.6 To administer the conclusion and performance of contracts

Purposes of the processing Categories of personal data

.. . . The personal data we process con-
Administration and communica- P P

tion in order to conclude or per- sist of:

form a contract between us and e First and last name

you or the company or organi- e Contact details such as email

zation you represent. address, telephone number,

This includes, among other location and business ad-
dress

things, invoicing and customary
contract management, as well

as following up and documenta-
tion of contract related matters.

e Professional title and infor-
mation regarding the com-
pany or organization you rep-
resent

e Information that you provide
to us in contract related mat-
ters with you or the company
you represent, e.g. questions
and feedback on contracted
services.

Legal basis: The processing is necessary to conclude and perform a
contract with you or the company or organization that you represent. If
you are acting on behalf of someone else, e.g. in the capacity of repre-
sentative of a customer, partner or supplier to us, our processing is
carried out based on our legitimate interests, where our legitimate in-
terest is to conclude as well as perform the agreement with the com-
pany or organization you represent.

Storage period: We process and store your personal data for as long
as we have a business relationship with you or the company or organi-
zation you represent, but no longer than two (2) years after the last
time we were in contact in our business relationship.

We may however need to store your personal data for a longer time for
other purposes, e.g. if we need to take measures in order to establish,
exercise or defend legal claims. We may also need to store your per-
sonal data for a longer time in order to fulfil our legal obligations, e.g.
relating to book keeping according to the Swedish Accounting Act
(see further Section 3.8 below).

Sharing of personal data: We will share your personal data with our sup-
pliers, group companies, and advisors.

3.7 Newsletters and other marketing messages

Purposes of the processing Categories of personal data
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To administer and send market- The personal data we process con-

. . . sist of:

ing messages via email for the

purposes of providing infor- e Email address
mation about our business, ser- e First and last name

vice, and current activities.

Legal basis: We only send marketing messages via email to you if the
content is relevant in relation to you and the company or organization
you represent. Our marketing is then based on our legitimate interests,
where our legitimate interest is to be able to market ourselves and our
service.

Storage period: We process and store your personal data to send mar-
keting messages via email to you as long as you have not opted out
from receiving further messages. Such opt-out can be done at any
time by using the link for opt-out provided in our messages.

Sharing of personal data: We will share your personal data with our sup-
pliers of marketing service and group companies.

3.8 To fulfil legal obligations or to establish, exercise or defend legal claims

We may process your personal data in order to fulfil our legal obligations according
to law or other statutes that we are subject to, or if we are subject to orders or deci-
sions by courts or authorities, which require us to process your personal data.

We may also process your personal data so that you, or the company or organization
you represent, we or any relevant third party can establish, exercise, or defend its
legal claims, e.g. in connection with an ongoing dispute.

4, Security measures

We have taken measures to ensure that your personal data is handled in a safe way.
For example, access to systems where personal data is stored is limited to our em-
ployees and service providers who require it in the course of their duties. Such par-
ties are informed of the importance of maintaining security and confidentiality in
relation to the personal data we process. We maintain appropriate safeguards and
security standards to protect your personal data against unauthorized access, dis-
closure, or misuse. We also monitor our systems to discover vulnerabilities. In addi-
tion, data processing agreements have been entered into with our suppliers of sys-
tems and services (see further Sections 5 and 6 below).

5. How we share your personal data

Access to your personal data is limited to recipients who require such access for
the purposes described in Section 3 above or as otherwise stated below. Your per-
sonal data will therefore be shared with the following categories of third party re-
cipients:

a) Companies within our group: We will share your personal data with
other companies within our group as our group shares several group-
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wide IT systems. If we share your personal data with other companies
within our group, we will ensure that the personal data continues to be
processed in line with this Policy.

b) Service providers: We use third party service providers to manage parts
of our business operations. We will share personal data with such third
parties in order for them to supply us with services, e.g. IT services or
other administrative functions or provide services as sub-contractors in
connection with our own service. When we use such service providers,
we enter into data processing agreements and take other suitable
measures to ensure that your personal data is processed in line with this
Policy.

c) Our partners: We will from time to time cooperate with external parties
in order to improve our service and business. Such parties either pro-
cess your personal data as data controllers according to their own
terms and policies for handling personal data, or as our data processors
according to our instructions. In the latter case, we enter into data pro-
cessing agreements and take other suitable measures to ensure that
your personal data is processed in line with this Policy.

d) Sale or transfer of business or assets: We will share your personal data
with a buyer/investor or prospective buyer/investor in the event of a
sale, assignment or other transfer of all or parts of our shares, assets, or
operations. When such transfer occurs, we will take actions in order to
ensure that the receiving party processes your personal data in accord-
ance with this Policy. The purpose of such sharing or processing of your
personal data is to allow a (potential) buyer/investor to carry out an as-
sessment of us as a company and, where necessary, take actions and
make preparations in the event a sale, assignment or other transfer
should occur, where such sharing or processing of your personal data
is carried out with reference to the legitimate interests of allowing such
assessment, actions and preparations by the (potential) buyer/investor.

e) Public authorities: We will share your personal data with public author-
ities such as the Swedish Police or the Swedish Tax Agency when we
are required to do so by e.g. applicable law or other legal statutes or
orders or decisions by courts or authorities in order to fulfil the legal
obligation specified therein.

6. Where we process your personal data

As part of providing our services, your data may be transmitted through third-party
service providers, including telecommunications and cloud service providers.
Please refer to applicable provider’s privacy policy for details on how these provid-
ers handle your data during transmission.

If you have independently purchased telecommunications services for use with our
hardware or platform, Waltero has no control over how those third-party providers
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handle your personal data. You are fully responsible for ensuring that your telecom-
munications provider complies with all applicable data protection regulations and
that their privacy practices align with your expectations.

We strive to always process your personal data within the EU or EEA. However, per-
sonal data may, in certain circumstances, be transferred to service providers who,
either themselves or by their sub-contractors, are located or have business activities
in a country outside the EU or EEA. In such cases, we are responsible for ensuring
that the transfer is made in accordance with applicable data protection legislation
before it occurs, e.g. by ensuring that the country in which the recipient is located
ensures an adequate level of data protection according to the European Commis-
sion, or by ensuring appropriate safeguards based on the use of standard contrac-
tual clauses that the European Commission has adopted, by applying adequate
standard contractual clauses or binding corporate rules, especially with respect to
transfers to countries without an adequacy decision from the European Commission
and other appropriate measures to safeguard your rights and freedoms.

For example, we utilize Microsoft Services and Amazon Web Services as data pro-
cessors for hosting purposes. they may, e.g. for certain support functions, transfer
and process personal data to countries located outside the EU/EEA, including to the
United States.

To facilitate our global operations, your personal data may, as mentioned above, be
transferred to countries outside the EU/EEA. We transfer personal data only to coun-
tries that have been deemed by the European Commission to provide an adequate
level of data protection or we implement specific measures to ensure that your per-
sonal data remains protected as per European Union standards. More information
on these measures is available upon request.

You may access a list of the countries that the European Commission has decided
provide an adequate level of data protection at https://commission.eu-
ropa.eu/law/law-topic/data-protection/international-dimension-data-protec-
tion/adequacy-decisions_en.

You may access the European Commission’s standard contractual clauses at
https://eur-lex.europa.eu/eli/dec_impl/2021/914/0;j.

If you have any questions regarding our international data transfers or wish to ob-
tain more information about the safeguards in place, please contact us via our
email address: info@waltero.com

7. Your rights

You have rights in relation to us and our processing of your personal data. Below, you
will find information about your rights and how you can exercise them.

Please note that your rights apply to the extent that follows from applicable data
protection legislation and that there may be exceptions to the rights where appli-
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cable. We also ask you to note that we may need more information from you in or-
der to e.g. confirm your identity before proceeding with your request to exercise
your rights.

To exercise your rights or request information about them we ask that you contact
us, which is most easily done via email: info@waltero.com

7.1 Right of access

You have the right to obtain a confirmation as to whether or not we process your
personal data. If that is the case, you also have the right to receive copies of the
personal data concerning you that we process as well as additional information
about the processing, such as for what purposes the processing occurs, relevant
categories of personal data and the recipients of such personal data.

7.2 Right to rectification

You have the right to, without undue delay, have incorrect personal data about you
rectified. You may also have the right to have incomplete personal data completed.

7.3 Right to erasure

You have the right to request that we erase your personal data without undue delay
in the following circumstances:

e the personal data is no longer necessary in relation to the purposes
for which they were collected or otherwise processed,;

e our processing is based on your consent and you withdraw your
consent to the relevant processing;

e you object to processing that we carry out based on a legitimate
interest, and your objection overrides our or another party’s legiti-
mate interest of the processing;

e the processed personal data is unlawfully processed; and

e the processed personal data has to be erased for our compliance
with one or more legal obligations.

7.4 Right to restriction

You have the right to request that we restrict the processing of your personal data
in the following circumstances:

e you contest the accuracy of the personal data during a period ena-
bling us to verify the accuracy of such data;

e the processing is unlawful and you oppose erasure of the personal
data and request restriction instead;

e the personal data is no longer needed for the purposes of the pro-
cessing, but is necessary for you for the establishment, exercise, or
defence of legal claims; and
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e you have objected to the processing of the personal data which we
carry out based on a legitimate interest, pending the verification
whether your objection overrides our or another party’s legitimate
interest to continue with the processing.

7.5 Right to object

You have a right to object to our processing of your personal data when it is based
on our or another party’s legitimate interest. If you object, we must demonstrate
compelling legitimate grounds for the processing which override your interests,
rights, and freedoms in order to be allowed to continue with our processing.

7.6 Right to data portability

If our processing of your personal data is based on the performance of a contract
with you or your consent, you have the right to receive the personal data you have
provided us relating to you in an electronic format. You also have the right to have
the personal data transferred from us directly to another data controller, where
technically feasible.

We ask you to observe that this right to so called data portability does not cover
personal data which we process manually.

7.7 Right to withdraw consent

If our processing of your personal data is based on your consent, you always have
the right to withdraw your consent at any time. A withdrawal of your consent does
not affect the lawfulness of the processing that took place based on the consent
before your withdrawal.

8. Complaints with the supervisory authority

In Sweden, the Swedish Authority for Privacy Protection (Sw. Integritetsskyddsmyn-
digheten) is the authority responsible for supervising the application of current data
protection legislation. If you believe that we process your personal data in a wrong-
ful manner, we encourage you to contact us so that we can review your concerns.
However, you may file a complaint with the Swedish Authority for Privacy Protection
at any time.

You can find more information on how to file a complaint by visiting:

https://www.imy.se/privatperson/utfora-arenden/lamna-ett-klagomal/
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